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Real-time threat detection and response

In today's complex cyber landscape, detecting and responding to threats in real-time is crucial for maintaining your
organisation’s security. Threat Detect, developed by our Microsoft Cloud security specialists, transforms your security
monitoring from reactive to proactive, ensuring threats are identified and contained before they can impact your
business.

What is Threat Detect?

Threat Detect by Cloud9 is our comprehensive threat detection and response solution built on Microsoft Sentinel.
Imagine no longer having to worry about cyber threats going undetected. No more concerns about missed security
incidents, alert fatigue, or complicated monitoring tools. Threat Detect is designed to address the critical question: “How
can I monitor and respond to active threats in my environment?”

Benefits

Rapid deployment lead-time

Gain visibility on the security of your environment quickly by leveraging our tried and trusted
deployment process

Real-time threat detection
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(( )) Identify and respond to threats as they occur including suspicious login attempts, data exfiltration,
privilege escalation monitoring and malware and ransomware detection
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Gain insights from key Microsoft sources across your entire IT environment including Role-Based
dashboards and reporting

Reduced alert fatigue

Fine-tuned alerts to minimise false positives

Cost optimisation of security operations

Provides cost-effective alternative to running a 24/7 SOC

Compliance support

Meet regulatory requirements with detailed audit trails




Key deliverables

Initial setup

+ Creation of Log Analytics workspace

+ Configuration of primary data connectors (Entra ID, Azure Activity, Office 365, Defender for Endpoint)

Configuration

+ Creation of analytic rules for threat detection

+ Setup of ‘watch lists’ for critical assets

+ Configuration of alerting automation

 Creation of customised workbooks and dashboards

Fine-tuning

+ Three-month period to optimise the service

+ Regular review sessions to discuss detected incidents

+ Reduction of false positives and noise

Implementation process

Our Microsoft Cloud security specialists follow a comprehensive process to implement Device Protect:

ASSESSMENT

* Evaluate current security
posture and logging
capabilities

+ Identify critical assets and

potential threat vectors

+ Define scope for Sentinel
implementation

DEPLOYMENT

+ Set up Log Analytics
workspace and configure
data connectors

* Implement initial set of
analytic rules and alerting

+ Create basic dashboards
and reports

FINE-TUNING
(OPTIONAL)

» Weekly review sessions
to analyse detected
incidents

» Refinement of rules,
alerts, and dashboards

» Gradual reduction of false
positives and noise

HANDOVER

* Review the entire
implementation with your
team

* Answer questions about
the new threat detection
and response measures

* Ensure your team is
confident in managing the
enhanced environment




Starting from £3,100 excluding VAT (without fine-tuning
period), depending on individual requirements. Custom
packages available based on your specific needs and

environment size, we'd be delighted to provide you with a
tailored proposal following a discovery call.

Prerequisites

* Azure subscription

+ Microsoft 365 licencing (Business Premium or E3/E5
recommended for full security features).

« Company size over 25 people: Ensures our solutions
provide optimal value for your organisation.

Get Started

Why Choose Cloud9?

* Microsoft Cloud Security Specialists: Deep expertise in
Microsoft security solutions, ensuring you get the most
out of your investment.

* UK-Focused: Understanding of local compliance and
business needs, tailoring solutions to the unique
requirements of UK SMEs.

* Proven Track Record: High client satisfaction scores and
successful implementations across various industries and
company sizes.

¢ Holistic Approach: We align security with your broader IT
and business strategy, ensuring a cohesive and effective
security posture.

* Ongoing Support: Option to progress to Escalate by
Cloud9, our escalation service delivered by our cloud
security experts for continued assistance, providing peace
of mind and rapid response to any issues.

“Security is a key pillar of AAT’s organisational and ICT strategy. Our

cyber security roadmap is very focussed on risk mitigation and sound
governance. As part of that focus, we were looking for specific expertise to
enhance our Microsoft Cloud Security profile. Thanks to the knowledge and
security enhancements implemented by Cloud9, we have full confidence in
the knowledge that our core business environment is secure.”

Vincent Macheda, IT Manager, Australian Amalgamated Terminals

Get a holistic, real-time view of the security of your environment today. Contact
our team of Microsoft Cloud Security specialists to schedule a discovery call and

learn how Threat Detect by Cloud9 can secure your business against evolving

cyber threats.

hello@cloud9.security
cloud9.security
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